

TO:	Xactus, LLC
	Compliance Department
Fax (855) 797-9893
	Account Executive:      


	Company Name:
	     

	Master Account Number:
	     

	Loan Officer Name:
	     

	Phone Number:
	     

	Fax Number:
	     

	Email Address:
	     





	Billing Address and Contact Information:

	Address:
	[bookmark: Text3]     

	City:
	[bookmark: Text12]     
	State:
	     
	Zip:
	     

	Phone:
	[bookmark: Text68]     
	Mobile:
	     
	[bookmark: Text69]Fax:
	     



	Corporate Authorization

The undersigned certified, represents and warrants that he or she is duly authorized and hereby consent to the activation of user credentials on behalf of the Loan Officer named above.


	     
	     
	     
	     

	Signature
	Printed Name
	Title/Position
	Date

	
	
	
	

	     
	     
	
	

	Phone
	Email
	
	

	



Required Documents Checklist
|_| Executed User Service Agreement
|_| Continuing Guaranty
|_| Credit Card Authorization



1.0 MASTER SERVICE AGREEMENT
(Secondary Responsible User)

1.1	The undersigned User hereby petitions Xactus LLC (“Xactus”) to render service in accordance with its customary practices, for which User agrees to pay, net 30 days, on billing by Xactus the fees provided in the Master Service Agreement or applicable Xactus Product Addendum between Xactus and Company.  Xactus may from time to time diminish or increase the charges to User by written notice (by electronic mail or delivered to User at its business address) and in such event, User agrees to pay the revised charges unless User terminates this Agreement as hereinafter provided. Notwithstanding the foregoing, Company hereby agrees to remain liable for any outstanding invoices not paid by User. A 1.5% per month finance charge will be assessed for invoices unpaid within the terms of this Agreement.

1.2	This Agreement shall be governed by and construed under the laws of the State of Delaware.

1.3	User hereby represents that User has read and understands the terms and conditions of the Master Service Agreement by and between User and Xactus and further agrees to be bound by the terms and conditions of said Service Agreement.  The person signing below also authorized User’s creditors to treat a photocopy or facsimile (including electronic) of such person’s signature as if it were an original and accept such photocopy of facsimile (including electronic) signature as authorization to release credit information to Xactus telephonically.

Effective as of the date of the last signature below.

Xactus, LLC

Signed By:  _______________________________

Printed Name:  ____________________________

Title:  ____________________________________

Date:  ____________________________________

USER (Loan Officer):						
									
Signed By:  _______________________________			

Printed Name:  _     ______________________		

Date:  _     ______________________________
									
COMPANY: _     _______________________

Signed By:  ________________________________

Printed Name:  _     _______________________

Title:  ___     _____________________________

Date:  ___     _____________________________
PERSONAL GUARANTOR

Upon acceptance of the company listed below as a subscriber to Xactus, the undersigned hereby agrees that any and all information regarding this account and all services provided by Xactus including pricing will be kept strictly confidential and will not be disclosed to any third parties without the expressed written consent of Xactus.

The undersigned, in consideration of the acceptance of said company as a subscriber to Xactus, hereby jointly and severally guarantees unconditionally the payment of all amounts which may be owed Xactus including late fees; attorney and or collection expenses as provided for in the service agreement without the need for Xactus to first pursue the below named company. 

Guarantor hereby gives his/her consent to Xactus to obtain any and all information concerning his/her business, and personal history, financial background including credit reports, which may be required at any time in connection with this agreement. Guarantor irrevocably consents to the exclusive jurisdiction and venue in the state courts in Delaware County, Pennsylvania and the federal courts of the United States District Court for the Eastern District of Pennsylvania with respect to all disputes in connection with the Agreement or this Guaranty.


Guarantor acknowledges they have read, understand and agree to the terms and conditions of this Personal guarantee.

Company’s Name:      
Signature:      
Guarantor’s Name:      
Home Address:      
City:      	 		State:      	 Zip:      
Date:      
Social Security Number:      

1.0 

CREDIT CARD AUTHORIZATION
	Customer Number:
	     

	
	

	Customer Name:
	     



The below signed Cardholder/Bank Account Holder requests and authorizes Xactus, LLC to do the following actions per the payment method chosen below:
A) Initiate electronic debit entries (and credit entries in the event of processing errors or overpayments) or use any other commercially accepted practice to charge the account indicated below in the bank named below and requests and authorizes bank to honor the debit entries initiated by Xactus and debit these charges to that account.
OR
B) Charge the credit card identified below for payment as indicated below.

This authorization relates to all payments required on the below-referenced Company Account and the related Agreement. It also covers changes in amounts and payments due because of additional agreements between the Company and Xactus that relate to product and services provided by Xactus to the below-referenced Company. Additional fees, such as a convenience fee or surcharge, may apply. A facsimile or electronic copy of this authorization and the below-signed signature may be deemed equivalent to the original and may be used as a duplicate original. This authorization will remain in effect until the below-signed account holder cancels this authorization by providing a minimum of thirty (30) days prior written notice to Xactus.
	     
	
	     

	*Cardholder or Bank Account Holder Signature
	
	Date

	

	     

	Cardholder or Bank Account Holder Name Printed

	

	     

	Street Address for Cardholder/Bank Account Holder

	
	
	
	
	

	     
	
	     
	
	     

	City
	
	State
	
	Zip Code

	
	
	
	
	

	     
	
	     

	Phone Number
	
	Email



Payment Information
	Company Name:
	     

	Company Xactus Account Number(s):
	     


Select Payment Method:	|_| Credit Card	|_| Bank Account
Select One:
|_| Keep account information on file to be billed at your request
|_| Autopay - Charge credit card/debit bank account monthly
	|_| American Express
	|_| Visa
	     
	-
	     
	-
	     
	-
	     

	|_| Master Card
	|_| Discover
	Credit Card Number

	
	     
	
	     

	
	Exp. Date (00/00)
	
	CSV
(3-digit code on the back or 4-digit on front of AMEX)

	
	
	
	


OR
	     
	
	     
	
	     

	Bank Name
	
	Routing Number
	
	Account Number



Access Security Requirements
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Customer shall implement and maintain a comprehensive Information Security Program written in one or more readily accessible parts that contains administrative, technical, and physical safeguards appropriate to the Customer’s size and complexity, the nature and scope of its activities, the sensitivity of the information provided to the Customer by consumers and the terms of this Security Requirements document.

Such safeguards shall include the elements set forth in 16 C.F.R. § 314.4 and shall be reasonably designed to:
· Ensure the security and confidentiality of the information provided by End User  
· Protect against any anticipated threats or hazards to the security or integrity of such information 
· Protect against unauthorized access or use of such information that could result in substantial harm or inconvenience to any consumer. 
The security requirements included in this document represent the minimum security requirements acceptable to Xactus and are intended to ensure that a Third Party (i.e., Customer, End User, Service Provider or any other organization engaging with Xactus or accessing Xactus Information) has appropriate controls in place to protect information and systems, including any information that it receives, processes, transfers, transmits, stores, delivers, and / or otherwise accesses on behalf of Xactus or its third-party data providers (such as the credit repositories). 

DEFINITIONS 
"Xactus Information” means highly sensitive information belonging to Xactus or its third-party data providers (such as the credit repositories) including, by way of example and not limitation, data, databases, application software, software documentation, supporting process documents, operation process and procedures documentation, test plans, test cases, test scenarios, cyber incident reports, consumer information, financial records, employee records, and information about potential acquisitions, and such other information that is similar in nature or as mutually agreed in writing, the disclosure, alteration or destruction of which would cause serious damage to Xactus or its third-party data providers’ reputation, valuation, and / or provide a competitive disadvantage to Xactus or its third-party data providers. 

“Resource” means all Third-Party devices, including but not limited to laptops, PCs, routers, servers, and other computer systems that store, process, transfer, transmit, deliver, or otherwise access the Xactus Information. 

1. Information Security Policies and Governance 
Third Party shall have Information Security policies and procedures in place that are consistent with the practices described in an industry standard, such as ISO 27002 and / or this Security Requirements document, which is aligned to Experian’s Information Security policy. 

2. Vulnerability Management 
Firewalls, routers, servers, PCs, and all other resources managed by Third Party (including physical, on-premise or cloud hosted infrastructure) will be kept current with appropriate security specific system patches. Third Party will perform regular penetration tests to further assess the security of systems and resources. Third Party will use end-point computer malware detection/scanning services and procedures. 

3. Logging and Monitoring 
Logging mechanisms will be in place sufficient to identify security incidents, establish individual accountability, and reconstruct events. Audit logs will be retained in a protected state (i.e., encrypted, or locked) with a process for periodic review. 

4. Network Security 
Third Party will use security measures, including anti-virus software, to protect communications systems and networks device to reduce the risk of infiltration, hacking, access penetration by, or exposure to, an unauthorized third-party.

5. Data Security 
Third Party will use security measures, including encryption, to protect data provided by Xactus or its third-party data providers in storage and in transit to reduce the risk of exposure to unauthorized parties. 

6. Remote Access Connection Authorization 
All remote access connections to Third Party internal networks and/or computer systems will require authorization with access control at the point of entry using multi-factor authentication. Such access will use secure channels, such as a Virtual Private Network (VPN).

7. Incident Response 
Processes and procedures will be established for responding to security violations and unusual or suspicious events and incidents. Third Party will report actual or suspected security violations or incidents that may affect Experian to Experian within twenty-four (24) hours of Third Party’s confirmation of such violation or incident. 

8. Identification, Authentication and Authorization 
Each user of any Resource will have a uniquely assigned user ID to enable individual authentication and accountability. Access to privileged accounts will be restricted to those people who administer the Resource and individual accountability will be maintained. All default passwords (such as those from hardware or software vendors) will be changed immediately upon receipt. 

9. User Passwords and Accounts 
All passwords will remain confidential and use ‘strong’ passwords that expire after a maximum of 90 calendar days. Accounts will automatically lockout after five (5) consecutive failed login attempts. 

10. Training and Awareness 
Third Party shall require all Third Party personnel to participate in information security training and awareness sessions at least annually and establish proof of learning for all personnel. 

11. Right to Audit 
Third Party shall be subject to remote and / or onsite assessments of its information security controls and compliance with these Security Requirements. 

12. Bulk Email Communications into Xactus 
Third party will not “bulk email” communications to multiple Xactus employees, or the employees of Xactus’ third-party data providers, without the prior written approval of Xactus. Third party shall seek authorization via their Xactus relationship manager or Xactus Sales Support in advance of any such campaign.
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